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Choctaw provides the ability to manage your email from multiple services and do so in a 
secure environment.  Choctaw cyphers all of your data stored on your local computer 
including inbox saved messages, outbox saved messages, email address book and 
email service provider information.  The total security is provided so that any attempt to 
breach your email stored on your computer is thwarted.   
 
Choctaw is provided with two very powerful cyphering utilities, PDA and CYPHER, 
which can be used to generate public and private keys.  Choctaw provides email to 
other Choctaw users with the highest levels of cyphering security and provides a nearly 
seamless method of encoding and decoding messages.  Choctaw provides both 
asymmetric cryptography (public key) and symmetric cryptography (private key) 
cyphering.   
 
 
 
 
  



GETTING STARTED: 
 

 
 
The first item that Choctaw requires is a password or KEY FILE to secure the local 
inbox, outbox, address book and email server data.  Choctaw requires that you enter 
your password or key file each time you log in for maximum security.  You can enter any 
password of 8 characters or more or select any file to use as a key. DO NOT pick a file 
that will change.  Just as with a physical lock on a door, a key file must be the same 
used to cypher (lock) Choctaw in order to successfully de-cypher (unlock).  It is 
suggested that you utilize the CYPHER utility to create your log in key. 
 
KEY FILE SELECT 
 
If you use a key file you can put that file on a separate USB drive or flash storage.  
While Choctaw can use any file to log in, it is recommended that you use the CYPHER 
light generated keys for the highest level of security.  Select the key file using the file 
selection window. 
 
2FA KEY 
 
If you use 2FA (2 Factor Authentication) you will need both a KEY FILE and a 
password.  You can put that key file on a separate USB drive or flash storage.  Enter 
the password and select the key file using the file selection window. 



 
 
 
Keep in mind that all Choctaw email information is cyphered using either your log in 
password, log in key file or 2 factor authentication key combination.  This means that 
server data, email inbox and outbox, and other saved features cannot be accessed from 
other applications or by unauthorized users.   
 
 
 
 
 
 
 
 
 
  



EMAIL SETTINGS 
 

 
 
EMAIL SETTINGS MENU 
 

 
The email setting lists all the email servers and allows you to add or edit any of the 
server settings. 
 



ADD/EDIT SERVICE 
 

 
 
Name ï the name of the server for your identification ï e.g. ñWoopie Emailò. 
 
Email ï the actual email address on this service ï e.g. myemail@woopie.com 
 
POP3 Server ï the POP3 (mail in) service location ï e.g. pop.email.woopie.net 
 
SMTP Server ï the SMTP (mail out) service location ï e.g. smtp.email.woopie.net 
 
Log In ID ï your user log in information ï e.g. myemail@woopie.com 
 
Password ï the password required to log into your email accounts 
 
POP3 Port ï the POP3 (mail in) port number used by your service ï e.g. 995 
 
SMTP Port ï the SMTP (mail out) port number used by your service ï e.g. 465 
 
Items such as POP3 port, SMTP port, POP3 server and SMTP server can be obtained 
from your email provider.  These settings are generally published online by all the major 
email services.  If it is not available online then email your service provider or service 
administrator for this information.  If you have any trouble with these settings feel free to 
contact us at softwar@softwar.net. 
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SAVE 
 
This function saves the service data in the Choctaw database.  Always click save after 
entering any new or updated email service data.  All address book entries are cyphered 
with your startup password/key file.  This feature prevents unauthorized access to your 
address book data. 
 
DELETE 
 
This function will delete the service from the Choctaw database.  
 
 
AUTHENTICATION and TLS/SSL SECURITY 
 
Choctaw provides automatic authentication and TLS/SSL security if your email provider 
requires it.  Choctaw will link up with your service and detect the security requirements 
so no additional settings are required. 
 
 
SMTP/POP3 SERVICE 



 
SMTP (mail out) and POP3 (mail in) are often handled by the same email service 
computer so it is not unusual to enter the same location in both the POP3 and SMTP 
server fields.  Large email service providers often have many computers running 
separate tasks and may require one location for POP3 (mail in) handling and another 
location for SMTP (mail out) handling.  These email services will require two different 
settings in the POP3 and SMTP server fields. 
 
  



ADDRESS BOOK 
 

 
 
This feature allows you to add, change and delete members in the Choctaw cyphered 
address book.  You can use these entries to send and receive email messages, 
including cyphered messages. Choctaw allows you to enter the name, email and type of 
cypher used for each secure contact.  This allows Choctaw to code and decode 
messages with others. 
 



 
 
Name ï the name of the member you want to reference in the address book. 
 
Email ï the email address of the member. 
 
Phone ï (optional) this is for informational and future use.   
 
SEND KEY ï select the type of PRIVATE cypher key you want to send messages to 
this member.   
 
  NONE ï no key 
  PASSWORD ï a password of 8 characters or more 
  KEY FILE ï any file of your choice (see Cypher Tips section) 
  PASTE ï Public key copy/paste from outside source 
 
RECIEVE KEY ï select the type of PRIVATE cypher key you receive messages from 
this member.  Usually this key is given to you by the member. 
 
  NONE ï no key 
  PASSWORD ï a password of 8 characters or more 
  KEY FILE ï any file of your choice (see Cypher Tips section) 
 



 
SAVE COMMAND  
 
This function saves the entry to the cyphered Choctaw address book.  All address book 
entries are cyphered with your start-up password/key file.   
 
DELETE COMMAND 
 
This function deletes the entry from the cyphered Choctaw address book. 
 
PASTE COMMAND 
 

 
 
The SEND KEY PASTE command allows you to paste a public key that has been 
posted on a website or inside a document.  SAVE will save the key to the email address 
in the address book.   
  



 
NEW BOOK 
 

 
 
This feature allows you to create a new address book using a different name other than 
the default ñaddress.datò. You can create and use as many address books as you wish.   
 
You can use the new book to send and receive email messages, including cyphered 
messages. Choctaw allows you to enter the name, email and type of cypher used for 
each secure contact.  This allows Choctaw to code and decode messages with others. 
 
This feature is teamed with the MASS MAIL option on the compose/send email function.  
This allows you to maintain separate address books ï some of which can be mass mail 
or newsletter accounts. 
 
CHOCTAW defaults to address.dat at start up.  Once you create the separate book you 
will need to reload it when you wish to use it by hitting the NEW BOOK command.  The 
new address book is encrypted by Choctaw for security purposes. 
 
 
 
 



 
If you have an existing book, simply select it from the file NEW ADDRESS BOOK file 
menu.  If you want to create a new address book ï hit ñCANCELò. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
For a new address book enter a file name (no extension). 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Choctaw will inform you that the new book is ready.  Add, Change and delete entries to 
the new address book using the ADDRESS BOOK menu. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



NEW PASSWORD OR KEY FILE 
 

 
 
The new password or key file function allows you to change your password ,pass key or 
2 factor authentication key file combination to enter Choctaw.  This feature is for your 
security.  If you use a key file or 2FA key combination ï make sure to save the key file 
on a safe external drive cyphered.  This way you can recover the file and access your 
Choctaw email in case the primary key is lost or damaged. 
 
 
 



 
 
 
 
 
  



GET MAIL 
 

 
 
 
The GET MAIL function allows you to sign in and retrieve email from selected services. 
  



 

 
 
Click on the selected service and hit the SELECT command.  A list of emails will be 
displayed with FROM, DATE and SUBECT columns. 
 
  



 
 

 
 
 
  


